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PETJIAMEHT (ITIPABIJIA)

110 MPOBEJEHWIO BHYTPEHHEI'O KOHTPOJISI (KOHTPOJIBHBIX MEPOITPHSITH)
W PEATUPOBAHMIO HA WHIIWIEHTHI, CBSI3AHHBIE C HEIPABOMEPHO WJIA
CJIYYAMHO MEPEJAYEN (ITPEJOCTABJIEHUEM, PACIPOCTPAHEHHUEM,
JTOCTYIIOM)

MMEPCOHAJILHBIX JAHHBIX

1. COKPALIEHUS, TEPMUHBI U OITPEJIEJIEHUSA

Ilepconanbubie gannupie (II{n) — mrobas mHbOpMANKSA, OTHOCAIIAACS K MPSIMO WM KOCBEHHO
OTIpe/IeIEHHOMY HWJIN oTpefiesiieMoMy GU3NYECKOMY JHIY (CYOBEKTY NepCOHAIbHBIX JaHHbBIX).

IlepconajibHble [JaHHBIe, pa3pellleHHble CY0bEKTOM MEPCOHAJBHBIX JaHHBIX sl
pacnpocTpaHeHusi, — TEPCOHAIBHBIC JaHHBIC, JOCTYl HEOTPAHMYECHHOTO Kpyra JIMIl K KOTOPBIM
MPEAOCTABJICH CYOBEKTOM TEPCOHAIBHBIX JAHHBIX MYTEM Ja4M COrjacusi Ha oOpabOTKy MepCOHATBHBIX
JAHHBIX, pa3pPEIICHHbIX CYOBEKTOM TIE€PCOHAJbHBIX JAaHHBIX Ui PacHpOCTPaHEHHUS B MOPSAKE,
npenycMoTpeHHOM DenepalibHbIM 3aKOHOM «O MepCOHATBHBIX TAHHBIX).

Omneparop — rocynapCTBEeHHbI OpraH, MyHULIMIAJIbHBIA OpraH, IOpUAHYecKoe Wi (pusndeckoe
JIUI0, CAaMOCTOSITEJIbHO MJIM COBMECTHO C JPYTMMU JIMIIaMU OpraHu3yrolue U (WiM) OCYIIECTBISIOUINE
00paboTKy MepCOHANBHBIX JAHHBIX, @ TAKXKE OMPEICISAIONMHNE Men 00paboTKH MEepCOHATBHBIX TAHHBIX,
COCTaB TMEPCOHAIBHBIX JaHHBIX, IOJUICKAMUX O00paboTKe, IEHCTBUs (Orepaiuu), COBEpIIAEMbIEC C
MePCOHAIBHBIMU JAHHBIMHU.

O0padoTKa NepCoOHAIBLHBIX JAHHBIX — JTI000€ IeHCTBHE (OTepaIis) UM COBOKYITHOCThb JEHCTBUMA
(omepanuii), coBepiIaeMbIX C HUCIOJb30BAHUEM CPEJCTB aBTOMATU3alUU WK 0€3 HCIOJIb30BAHUS TaKUX
CPEICTB C MEPCOHATBHBIMU JAaHHBIMU, BKJIOYas cOOp, 3alKCh, CHCTEMATU3AINI0, HAKOIJICHHE, XpaHEHHeE,
yroyHeHue (oOHOBJIIEHHE, H3MEHEHHE), WU3BJICUECHHE, HCIOIb30BaHUe, Mepenady (pacnpocTpaHeHue,
MpeIOCTaBJICHNUEe, JOCTYI), 00€3IMYuBaHuE, OJOKUPOBAHUE, yOaJIeHHWE, YHHUYTOKEHHUE IEPCOHATbHBIX
TAHHBIX.

ABTOMAaTHU3HPOBaHHAsA 00pPaldoTKA MePCOHANBHBIX JAHHBIX — 00pab0TKa MEPCOHAIBHBIX JAHHBIX
C TIOMOIIIBIO CPE/ICTB BHIYMCIUTEILHON TEXHUKH.

PaCIIPOCTpaHeHI/Ie NEPCOHAJIBHBIX JaHHBIX — HeﬁCTBHﬂ, HaIIpaBJICHHBIC Ha PaCKpPbITHEC
MEPCOHAJIbHBIX JAHHBIX HCOIIPEACICHHOMY KPYT'y JIUII.
HpeHOCTaBHeHHe MNEPCOHAJIBHBIX JAaHHBIX — HeﬁCTBHﬂ, HaIlpaBJICHHBIC Ha PaCKPLITHC

NEPCOHAJIbHBIX JAHHBIX OIIPEACICHHOMY JIMIY UJIN ONIPCACIICHHOMY KPYI'y JIMII.

EJIOKI/IPOBaHI/Ie NMEPCOHAJBHBIX JAHHBIX — BPEMCHHOEC MPCKPAITCHUC O6pa6OTKI/I NEPCOHAIIBHBIX
JaHHBIX (38. HUCKIIFOYCHUEM CIIy4acB, €CIIN 06pa60T1<a HeO6XO,Z[I/IMa UL YTOUHCHHUS IIEPCOHATIBHBIX I[aHHBIX).

YHuuTOXKEHHE NMEePCOHATBHBLIX MJAHHBIX — I[eﬁCTBHH, B PE3YJIbTATC KOTOPBIX CTAaHOBUTCHA
HCBO3MOXHBIM BOCCTAHOBUTH COACPIKAHUC TICPCOHAJIBHBIX JAHHBIX B HHCI)OpMS.I.IHOHHOfI CUCTEMC
NEPCOHAJIBHBIX JAaHHBIX U (I/IJ'II/I) B PE3YyJIbTATC KOTOPBIX YHUYTOKAKOTCA MATCPUATIBHBIC HOCUTCIIN
NEPCOHAJIbHBIX JaHHBIX.

Ob6e3anyuBanue NEPCOHAJBbHBIX JAaHHBIX — ﬂCﬁCTBHH, B PC3YJIbTATC KOTOPBIX CTAHOBUTCA
HEBO3MOJXKHBIM 0€3 HCIIOJIb30BaHUS JIOTIOJTHUTENLHOMN HH(bOpMaHHH ONpCACINTL MPUHAMJICIKHOCTD
NEPCOHAJIIBHBIX JAHHBIX KOHKPETHOMY CYG’BGKTy NCPCOHAJIBHBIX JaHHBIX.



Nudopmaunonnas cucreMa nepcoHadbHbIX JaHHBIX (MCIIH) — COBOKYITHOCTb COAEPKAIIUXCS
B 0a3ax TJaHHBIX MTEPCOHATBHBIX JAHHBIX H 00ECIICUNBAIOIINX UX 00pa0OTKY HH(POPMAITMOHHBIX TEXHOJIOTUI
Y TEXHUYECKUX CPEICTB.

TpancrpannyHasi nepegadya NepcoOHAJbHBIX JAHHBIX — Tepe/iada MEepCOHAIbHBIX JAHHBIX HA
TEPPUTOPUI0O HMHOCTPAHHOIO TOCYNAapCTBa OpPraHy BJIACTH HHOCTPAHHOTO TOCYAApCTBA, MHOCTPAHHOMY
(bu3HYECKOMY JIMITY WJIA HHOCTPAHHOMY FOPUIUICCKOMY JIUILY.

TunoBasi mHpopMaUMOHHANA cHCTeMa — HWHPOPMAIMOHHAS CHCTEMa, B KOTOpOH Tpedyercs
obecrnieueHrne TOJIbKO KOH(PUACHIIMATHLHOCTH TICPCOHABHBIX JTaHHBIX.

CnenuanbHass wHGOPMAUMOHHAS cHcTeMa — WHQPOPMAIMOHHAS CHUCTEMa, B KOTOPOH BHE
3aBUCHMOCTH OT HEOOXOAMMOCTH OOecrieueHus] KOHPUACHIINATHPHOCTH TIEPCOHABHBIX TAHHBIX TPEOyeTCs
obecrieunTh XOTSI OBl OJHY W3 XapaKTEPUCTUK OE30MaCHOCTH IMEPCOHAIBHBIX MAHHBIX, OTIHYHYIO OT
KOHPUACHITMATHHOCTH (3aIIHMIIEHHOCTh OT YHMUTOXEHUS, M3MEHEHHUs, OJIOKUPOBAHHS, a TAKXKE HMHBIX
HECaHKITMOHUPOBAHHBIX JIEUCTBUH).

2. OBIIUE MMOJIOKEHUA

Hacrosimumit  Pernmament ompenensier enuHbIi M 00sA3aTeNbHBIA MOPSIOK PEArMpOBaHUIO HaA
WHUUICHTBI, CBS3aHHbIE C HENPAaBOMEpPHOM WM  ciydyailHOM mepenauedl  (IIpeloCTaBIICHUEM,
pacnpocTpaHeHUEeM, [OCTYIIOM) IEepPCOHANBHBIX NaHHBIX, IOBJEKIIEH HapylleHue IpaB CYObEKTOB
MIEPCOHANIBHBIX JAHHBIX, A TAKXKE€ MOPSAIOK IPOBEIECHUS MEPOIPUATHMN, HALEJIECHHBIX Ha MPENOTBPALICHUE
HACTyIUIEHHsI MOBTOPHBIX HHIUAEHTOB B MJIOAY Nell5 (manee — Oneparop, Opranu3saims).

3. ONPEJEJEHUE HHIIUJEHTA WH®OPMAIIMOHHOM BE3OITACHOCTH B UCIIJTH

K wHIMACHTaM, CBS3aHHBIM C HEMPABOMEPHOW WM CIy4allHOW mepemadeil (mpeaocTaBiICHUEM,
pacnpocTpaHEeHuEeM, JOCTYIIOM) MEpPCOHAJIbHBIX MJaHHBIX (Jalee — MHOUIEHTHl HH()OPMAIIMOHHON
6e3onacHoCTH, HHIUACHTH UB) oTHOCSTCS!

— HapylleHHe KOH(QUISHIUAIbHOCTH, LEI0CTHOCTH WK JocTynHocTH [1/1H;

— OTKa3 000pyJI0BaHUs, CEPBUCOB, CPEeACTB 00paboTku u (viu) 3amuTsl [1/1H;

— HecoOmoeHne TpeOOBaHUN BHYTPEHHEW OpraHU3allMOHHO-PACHIOPAIUTEILHON JOKYMEHTAIIUN
U JeWCTBYIOIIEro 3akoHojaTenbcTBa Poccuiickoit ®enepanuu B oOjactu 3amuThl U 00pabOTKH
MIEPCOHANIbHBIX JIaHHBIX;

—  3apa)keHue BPEIOHOCHBIMH MPOrpaMMaMH HH(OPMAIIMOHHBIX CUCTEM MEPCOHAIBHBIX JAHHBIX,

B CiIydae eclid OTU COOBITUS TPUBEIM K HENPaBOMEPHOM WM cllydallHOM mepenadu
(mpenocraBieHHIO, PacpOCTPAHEHUIO, IOCTYIY) MEPCOHAIBHBIX JaHHBIX, MOBJEKIICH HapylleHHE MpaB
CyOBEKTOB MEPCOHANIBHBIX JAHHBIX.

K unnunentam unpopmanuonnoit 6ezomacuoctu B UCII/IH Takke OTHOCSATCS MOMBITKUA U (PAKTHI
MOJIy4eHUsI HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K MH()OPMAIIMOHHBIM CUCTEMAaM MEePCOHATbHBIX JaHHBIX:

—  ceanchl pabotel B ICII/IH HEe3aperucTpupoBaHHBIX MTOJIb30BaTEIEH;

— ceancsl pabotsl [Tonb3oBareneit UCII/{H ¢ HapylieHneM yCTaHOBJIEHHOTO BPEMEHHU JOCTYIA;

— ceancsl padotsl [lonp3oBateneit UCII/IH, cpok neHCTBUS MOTHOMOYMM KOTOPBIX UCTEK MO0 B
COCTaB MOJIHOMOYHM KOTOPBIX HE BXOJIAT BbIsIBIICHHBIE AercTBUs ¢ [1/1H;

— JEHCTBUS TPETHETO JIHIA, MBITAIOMIETOCS MOMYyYUTh JOCTYN (WM TOMYYHBIIETO JOCTYII)
C UCIOJIb30BAaHUEM YUETHOM 3alKCH JPYTOro MOJIb30BATENS B LIETSAX MOTYYEHUS KOMMEPUYECKON UITH JpyTrou



4. IOPSAJIOK PEATUPOBAHWSA HA HHIIUAEHTHI WTH® OPMAIIMOHHOM
BE3OITIACHOCTH

4.1 ONOBEIIEHUE O MHIIUJAEHTE NH®OPMAIIMOHHOM BE3OIIACHOCTHA

[TocnenoBarenpHOCTD AeiicTBUM paboTHUKA Onieparopa B ciaydae BblsiBieHUs nHIMAeHTa 1b:

— TPEeKpaTuTh paboTy C peCypcoM, B KOTOPOM BhIsBICH HHIMICHT Ub;

— OIIOBECTUTH HEMOCPEACTBEHHOTO PYKOBOAUTEINS O (pakTe BhIsiBIeHUs nHuuAeHTa Ub;

— HEINOCPEJCTBEHHbI pPYKOBOJAWUTEIb pAOOTHUKA JIOJDKEH OINOBECTUTh AJMHUHHUCTpATOpa
0€30IaCHOCTH MEPCOHATBHBIX JAHHBIX O ()aKTe BBISIBICHUS HHLIUICHTA;

— IOCJE€ U3BELIEHUS OTBETCTBEHHBIX COTPYJHUKOB II0 HUX PEIICHUIO NPEJICTaBUTh BCIO
HE00X0IMMYI0 HH(OPMAITHIO.

AnMuHUCTpATOp 6€30MACHOCTH EPCOHANBHBIX JAHHBIX IPOBOJUT KPAaTKUI aHAIN3 IPOU3O0ILE/IIETO
nHuuaenta b u npuymH, cnocoOCTBYIOMNX €ro HACTYIUIEHHUIO, U COCTABIISIET KPAaTKYIO CIIPaBKY, B KOTOPOH
OMMCHIBAIOTCS Ipou3omeqmuid nHIMIeHT Ub, ero mocnencTsus v olneHKa HEOOXOIMMOCTH MPOBEIEHUS
paccinenoBanus uaiuaeHTa Mb.

4.2 MEPOITPUSITHA ITPU HACTYIIJIEHUA NTHIIUJAEHTA HHd)OPMAHHQHHOfI
BE3OITACHOCTH, CTABHIEI'O IPUMNHOUN HET'ATUBHBIX ITOCJIEACTBUU JJIsA
CYBBEKTA IIIH

B cniyuae ecnu nunnuaent b mosker crath (Mm yxe crai) NpuYMHON HETaTUBHBIX MOCIEACTBUM JUTsS
cyowektoB [1JIH, mepcoHanmbHBIE MaHHBIE 3TUX CYOBEKTOB HEOOXOTUMO HEMEIJICHHO OJIOKHMPOBATH 0
YCTpaHEHHsS] TPUYWH, TMOBJICKIIUX HacTymeHue wuHiuaeHTa Wb u ero mocneactBuii. Pemenue o
OJIOKMPOBAHUM TEPCOHAIBHBIX JAHHBIX MNPUHUMaeT AJMUHUCTPATOp O0€30MacHOCTH MEePCOHATBHBIX
naHHbIX. 1 3T0i Henu AAMUHHUCTpATOP 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX OJIOKUPYET MePCOHATbHbIE
JTAaHHBIE.

Menemxep o6padotku [1JIH yBenomiseT cyobekTa 0 OJIOKHPOBAHUH €T0 TIEPCOHATBHBIX JaHHBIX.

[lepcoHanbHble JaHHBIE OCTAIOTCA 3a0JIOKUPOBAHHBIMHU JI0 YCTPAaHEHUS MPHUYMH, MOBJIEKIINX
Hactyrienne nauuaenta Ub.

Ecnu npuunHbel BO3HUKHOBEHUS HHIMAEHTa Ib HEBO3MOKHO yCTpaHUTh, TO IEPCOHAIBHBIEC JAHHBIE
JOJIKHBI OBITH YHHUTOKEeHBI. MeHemkep 00padotku [1/1n u AamunucTpaTop 0€301aCHOCTH MEPCOHATBHBIX
JAHHBIX 00ECTIeYNBaIOT HEMEJIEHHOE YHUUTOKEHUE TIEPCOHANBHBIX TaHHBIX.

Menemkep obOpabotku I1JIH omomemiaer cyobekta [IJI[H 0 mpekpameHMH W YHUYTOKEHHUH €Tro
[EPCOHANIBHBIX JAHHBIX.

4.3 YCTPAHEHHUE HOCJIEI[CTBJ/Iﬁ U ITPUYUMH UHIMJAEHTA
NHO®OPMAIIMOHHOMU BE3OIMTACHOCTHU

OO0s13aHHOCTH MO YCTPAaHEHUIO MOCIEACTBUIA U MPUYUH UHIIUIEHTa HHPOPMAITMOHHON 0€301acCHOCTH
BO3JIAraloTCsl HA ATMUHUCTpaTopa 6€30MacHOCTH IEPCOHANBHBIX JaHHbIX. He nmo3aHee 24 yacoB ¢ MOMEHTa
HACTYIUICHUS] MHUUJCHTa AJIMHHHUCTPATOp O€30MacHOCTH cocTaBiseT IlnaH ycTpaHeHus MOCIENCTBUI U
MPUYMH HACTYIUICHHUS] WHUUICHTa MHPOpPMAIMOHHOW OezomacHocTu. B jaHHBIN MaH 1enecooOpazHo
BKJIFOUHUTH!

— 00myro HHPOPMAIUIO O MTPOU3OIIESNIEM HHIIUICHTE;

— aHaJW3 CUTYyallud, ONEpPaTUBHbIE KOHTPMEPHI, KOTOPbIE MOXKHO MPUMEHHUTH Ui JIOKaIU3aIlluu
WHIUJICHTA;

— OIpeJeNeHue JUll, OTBETCTBEHHBIX 3a PAcCiIeIOBAaHUE U YCTAaHOBJIEHUE NMPUYHUH, [0 KOTOPHIM
CTaJI0 BO3MOKHBIM HACTYIUIEHUE UHIIUICHTA;

— ONpeleNeHHe IHI, OTBETCTBEHHBIX 3a TMPOBEACHHE NPOPUIAKTHUESCKUX MEPOIMPUSITHIA,
pa3paboTKy U BHEJIPEHHE MEp 10 HEIOMYIICHUIO TOBTOPHOTO HACTYIJICHUS MHIUICHTA.



4.4 TIPOBEJEHUE PACCJIEJJOBAHUSA HHIIUJIEHTA HH®OPMAIIMOHHOM
BE3OITIACHOCTH

Paz0upaTensCTBO M COCTABICHHE 3aKIIOYCHUN B 00S3aTEIBHOM HOPSAKE JOJKHBI MPOBOJUTHCS
B CJIy4yae BBISBIICHUS CICAYIOMNX (PAKTOB:

— HapylleHHe KOH(PUIEHIUAIBHOCTH, EIOCTHOCTH, TOCTYITHOCTU EPCOHAIbHBIX JTaHHBIX;

— BbIIBIIEHHE (aKTa HENPaBOMEPHOW WM  CIIydailHOW mepenadu  (TMpenocTaBIIeHHS,
pacnpocTpaHeHus, JOCTyla) IE€pPCOHAJIbHBIX JaHHBIX, I[IOBJEKIIEH HapyllleHHe ImpaB CyObEKTOB
NIEPCOHATBHBIX JaHHBIX;

— XaJaTHOCTh W HecoOIoJeHne TpeOOBaHUI MO OOecTeYeHnto Oe30TMaCHOCTH TEePCOHATBHBIX
JAHHBIX;

— HecoOJI0JIeHHEe YCIOBUN XpaHEHUsI HOCUTENEH epCOHANIbHBIX JaHHBIX;

— HCIIOJIb30BaHME CPEICTB 3allUThl MH(OPMALMM, KOTOPbIE MOTYT MPHUBECTH K HapyHICHHUIO
3aJJaHHOTO YpOBHS 0€30MacHOCTH (KOH(GUACHIMATBHOCTE/ 11€JOCTHOCTH/IOCTYIHOCTb) IMEPCOHATBHBIX
JaHHBIX WM JIPYTUM HapyHICHUSM, TMPUBOJSAIINM K CHIDKCHHIO YPOBHSI 3alIUIEHHOCTH MEPCOHAITBHBIX
JTAHHBIX.

BuyTpenHee pacciejoBaHie IPOBOANUTCS B COOTBETCTBUU ¢ PerjaMeHToM NpoBeieHUs] BHYTPEHHET O
pacciieZloBaHMsI B CBSI3U C MPOU3OLIEAIINM UHIMIEHTOM B 00JIaCTH NMEPCOHATBHBIX TaHHBIX.

Pe3ynbTarel BHyTpeHHETO paccieioBaHus 0(hOPMIISIIOTCS B BUE 3aKITIOUEHUS.

3aKioueHrue C pe3osIoNueill pyKOBOJIUTENS, KONUS TMpuKa3a (BBIIMCKA) 10 pe3ysibTaTaM
paccieoBaHMs, BCE MaTepualbl BHYTPEHHErO pacclefOBaHMs, BKIKOYas JOKYMEHT (KOIHIO),
MOCITY>KMBILUI TOBOJIOM JJIsl HA3HAUEHMSI PACCIIeJOBaHUs, MIOAJIEKAT XPAHEHUIO B OT/IEIBHOM JIENIe.

Jlenno o BHYTPEHHHUX pacciel0BaHUsIX BHOCUTCS B HOMEHKIIATypy Aen Oneparopa.

4.5 IPEBEHTUBHBIE MEPBI 110 HETOIIYILEHUIO TIOBTOPHOI'O
BO3HUKHOBEHUA HHIHUJAEHTOB THOOPMALIMOHHOMU BE3OITACHOCTH

MeponpusiTusi 100 ycTpaHeHuto uHIUAeHTa Wb u  npenynpexparomye €ro MOBTOPHOE
BO3HHMKHOBEHHE B 3aBUCHMOCTH OT Mpou3oieanero nuuaenta b Bxioyator B ceds:

— MOHUTOPHUHT COOBITHUI B MH(OPMALIMOHHON CUCTEME MEPCOHANBHBIX JaHHBIX;

— BOCCTaHOBJICHHUE OINEPALIMOHHON CUCTEMBI pabodel CTaHIMK, HAa KOTOPOM MPOU301IeN MHITUAECHT
Wb, Ha 3aBOJCKME HACTPOUKH;

— CBOEBpPEMEHHOE yJalleHne HEUCIOIb3YEMbIX YUETHBIX 3aMUCeH;

— KOHTPOJIb U MOHUTOPHHT JEHCTBHI OJIb30BaTeNel B MHPOPMAITMOHHOM CUCTEME MTEPCOHATBHBIX
JTAHHBIX;

— KOHTPOJb HaJl AEUCTBUSIMU CUCTEMHBIX aIMUHUCTPATOPOB;

— mpoBeneHue 00ydeHus (IOBTOPHOTO 00y4eHHUs ) TIOJIb30BaTeNel mpaBuiaM oOpabOTKU U 3alUThI
MePCOHATBHBIX JaHHBIX;

— O3HaKOMJICHME  TOJIb30BaTeleid ¢  MepaMH  OTBETCTBEHHOCTH,  YCTAHOBJICHHBIMU
3akoHOJaTenbCcTBOM Poccuiickoit Denepanuu 3a HapyIIEHHE HOPM U MpaBuil 0OpabOTKU MEPCOHATBHBIX
JAHHBIX, a TAKXKE 32 pasrialleHue MOJTyYeHHbIX JaHHbIX;

— TMepecMOTp OPraHU3aAIMOHHO-PACTIOPATUTENILHON JOKYMEHTAINH, YCTAaHABIMBAIOIICH MpaBUIiia
00paboTku U obecrieueHus: 6€30MacHOCTH MPH PaboTe C MePCOHATBHBIMU TaHHBIMH.

5. OHEHKA 2@®EKTUBHOCTH PEAJIN3OBAHHBIX MEP B PAMKAX CUCTEMbI
SAIIUTHI IEPCOHAJIBHBIX JTAHHbIX

OI_ICHKE[ B(I)(I)CKTI/IBHOCTI/I PCAIM30BAHHBIX B paMKaX CUCTCMBbI 3alllUTHI IICPCOHAJIBHBIX NAHHLIX MCP
o0 00eCIeUYeHUI0 OE30IMaCHOCTH NEPCOHAJIBHBIX MNAHHBIX IMPOBOAUTCSH KOMMCCHEH II0 IMPOBCACHHUIO B
COOTBETCTBHUE C TpeGOBaHI/I}IMI/I 3aKOHOJaTelbCcTBa Poccuiickoi (De,uepauml B oOmactu MNEPpCOHAIIBHBIX
JaHHBIX.



KoHTposs 3a BbIOMHEHHEM TPeOOBAHWH 3alIUTHI NMEPCOHATBHBIX NAHHBIX B HMH(POPMAIMOHHBIX
CUCTEMAaxX MEpCOHAIBHBIX JaHHbIX Omeparopa OpraHu3yercs U MPOBOAUTCS aIMUHHCTPATOPOM
0e301acHOCTH HH(POPMALIMOHHBIX CHCTEM MEPCOHATBHBIX JJAHHBIX.

Onenka 3PEeKTUBHOCTH PEATM30BAHHBIX B pAMKaX CHCTEMBbI 3aIIUThI IEPCOHANBHBIX JAHHBIX MEp U
KOHTPOJIb 32 BBIIIOJHEHUEM TPEOOBAHMIA 3alIUThHI MEPCOHATBHBIX JAHHBIX B MH(POPMALMOHHBIX CHCTEMax
MEPCOHANBHBIX JITAHHBIX TPOBOAMTCS aJMHHHUCTPATOPOM O€30MacHOCTH HWH(POPMALMOHHBIX CHUCTEM
MEPCOHAIBHBIX U MEHEIKEpOM 00pabOTKU NEPCOHANBHBIX JaHHBIX HE pexe 1 paza B 12 mecsaues. Utoru
IIPOBEJICHHBIX MEPOIPUITHNA 10 MPOBEPKE COCTOSHUS 3allUThl EPCOHAIBHBIX JaHHBIX BHOcATCS B [lman
BHYTPEHHHUX [TPOBEPOK COCTOSHUS 3aIIUTHI IEpCOHANbHBIX JaHHBIX (I[Ipunoxenue 1).

6. YBEAOMJIEHUE YIIOJTHOMOYEHHOI'O OPTAHA 1O 3AIIUTE
INPAB CYBBEKTOB IIEPCOHAJIBHBIX JTAHHBIX Ob THIIUJIEHTE

B cnyuae ycranoBneHus ¢akra HEMPaBOMEPHOW WM CIYy4alHOW miepenayu (MpeaoCTaBIICHHUS,
paclpoCTpaHeHHUs, JIOCTyla) IePCOHATBHBIX JaHHBIX, IOBJCKIICH HapyIIeHHEe TIpaB CyOBEKTOB
MePCOHANBHBIX JaHHBIX, Omneparop o0s3aH ¢ MOMEHTa BBISBIICHUS Takoro uHImAeHTa Omneparopom,
VIIOJHOMOYCHHBIM OPraHoM II0 3allUTe TMpaB CYOBEKTOB TEPCOHAIBHBIX JIAHHBIX WA HHBIM
3aMHTEPECOBAHHBIM JIMIIOM YBEIOMHUTH YITOJTHOMOYEHHBIH OPraH I10 3allUTe MPaB CYObEKTOB MEPCOHATHHBIX
JTAHHBIX:

1) B TeueHne 24 9acoB O MPOM3OIICIIEM HHIIUICHTE, O MPEANOIaracMbIX MPUIHHAX, ITOBICKIITHX
HapyIICHHE TPaB CyOBEKTOB IMEPCOHAIBHBIX JAHHBIX, M TPEINojaraeMoM Bpeje, HAHECCHHOM IpaBaM
CyOBEKTOB MEPCOHATBHBIX JIAHHBIX, O IPHHSATHIX MepaXx 10 YCTPAHESHUIO IMOCICICTBUN COOTBETCTBYIOIIECTO
WHITUJICHTA, a TAKXKe MPEJIOCTAaBUTh CBEJICHUS O JIUIE, YITOJTHOMOYSHHOM OIIEPaTOpOM Ha B3aUMO/ICHCTBHE C
YIIOJTHOMOYECHHBIM OPTaHOM TIO 3alllUTE MPaB CyObEKTOB MEPCOHATBLHBIX JAHHBIX, IT0 BOTIPOCaM, CBSI3aHHBIM
C BBISIBJICHHBIM WHIIHJICHTOM (TIEPBUYHOE YBEIOMIICHUE);

2) B TEYCHUE CEMHUCCATH JBYX YacOB O PE3yJbTaTax BHYTPEHHETO PACCIICAOBAHUS BBISIBICHHOTO
WHIMICHTA, a TAaKXKe MPEIOCTaBUTh CBEICHUS O JIMIAX, NCHCTBHUS KOTOPBIX CTAJIH MPUYNHON BBISBICHHOTO
WHIHICHTA (IPU HATMYWH) (JIOTIOJTHUTEIILHOE YBEIOMJICHHUE).

B3aumopeiicteue Omnepatopa ¢ DenepanbHoil ciyx00i 10 Ham3opy B cdepe CBs3W,
WH(POPMAIIMOHHBIX TEXHOJIOTUH U MaCCOBBIX KOMMYHHUKAIIUI B paMKax BEICHUS PeecTpa y4ueTa HHIUICHTOB
B 00JIaCTH TIEPCOHAIBHBIX JIAHHBIX OCYIIECTBIISICTCS B paMKax npuka3za Pockomuamzopa ot 14.11.2022 Ne
187 «O6 yrBepxaeHuu [lopsaka u ycimoBuid B3aumoaecTeus DeepanbHON CITy)KObI IO Haa30py B cepe
CBsI3U, MH(DOPMAIMOHHBIX TEXHOJIOTHH W MAaCcCOBBIX KOMMYHHKAIIMWA C ONEpaTOpaMH B paMKaxX BEIACHUS
peecTpa ydeTa UHIMJICHTOB B O0JIACTH ITEPCOHAITBHBIX JAHHBIX).

[lepBruHOE YyBETOMIICHUE JIOJDKHO COJICPIKATH:

1) Cenenus:

- 0 TpPOU3OLICANIEM WHIMIACHTE (JaTy W BpeMs BBISBICHUS WHIMICHTA, XapaKTEPUCTHKY
(XapakTepUCTHKH) TMEPCOHAIBHBIX JaHHBIX (cojaep)kaHue 0a3bl JaHHBIX, CTaBIICH JIOCTYITHOMN
HEOrPaHUYCHHOMY KpPYTY JIUI[ B pe3yJIbTaTe HEIPABOMEPHOU WM CIIydaiiHOU repenauu (IpeaoCcTaBIeHHUS,
pacrpocTpaHeHus, OCTyNa) MEePCOHANBHBIX JAHHBIX (Jajee — CKOMIIPOMETHpPOBaHHAs 0a3a JIaHHBIX),
KOJIMYECTBO COJICPIKAIIMXCSI B HE 3anuceil. JIoNmoTHUTEIBHO OMepaTop MOXKET MPEICTaBUTh HHPOPMALIUIO
00 aKTyaJIbHOCTH CKOMIIPOMETHPOBAHHOW 0a3bl JAHHBIX, a TAKXKE O TIEPUOJIe, B TEUEHHE KOTOPOTO COOPAHbI
MepcoHaIbHbIE JaHHBIE);

- 0 MpeArnojaraeMblX MPUYHHAX, MOBIEKIINX HApyIIEHUE MPaB CyObEKTOB MEPCOHATBHBIX JTAHHBIX
(mpenBapuTenbHbIe MPUYKUHBI HEMPABOMEPHOTO PACIPOCTPAHEHHS MEPCOHANBHBIX TAHHBIX, MMOBJIEKIIETO
HapylIeHHUe MPaB CyObEKTOB MEPCOHATIBHBIX TAaHHBIX);

- 0 MpeAnojaraéMoM Bpejie, HAHECEHHOM MpaBaM CYObEKTOB MEPCOHAIBHBIX JAHHBIX (PEe3yIbTaThl
MpeIBAPUTENILHON OIICHKU Bpea, KOTOPBIM MOXKET ObITh HaHeCeH CyOBheKTaM MEepPCOHAIBHBIX JTAHHBIX,
B CBSI3U C HEMPABOMEPHBIM PACIPOCTPAHEHHEM MEPCOHAIBHBIX JAaHHBIX, a TaKXKe MOCIEACTBUS TaKOTO
Bpela, MPOBEJACHHOW B COOTBETCTBMM € NTyHKTOM 5 dactu 1 crateu 18.1 ®DepepanbHOro 3akoHa
«O TIepCOHAIBHBIX JaHHBIX);



- 0 NPHUHATBIX Mepax I0 YCTPAHEHUIO MOCIEACTBUM COOTBETCTBYIOLIErO HMHIMAEHTA (IEpeYeHb
MPUHATBIX ONIEPATOPOM OPTaHU3ALMOHHBIX M TEXHUYECKUX MEP MO YCTPaHEHHIO MOCIEACTBUNA MHIIUICHTA B
cooTBeTCTBUU co cTathsiMu 18.1, 19 denepanbHoro 3akoHa «O NepCOHANBHBIX IAHHBIXY);

- 0 JIUIIE, YIOJJHOMOYEHHOM OIlepaTopoM Ha B3aumoielicTBre ¢ DenepalibHON CIyK00M 110 HAaI30py
B cepe cBs3H, HHPOPMAITMOHHBIX TEXHOJIOTHIH M MAaCCOBBIX KOMMYHHUKAIIUH, [0 BOTIPOCAM, CBS3aHHBIM C
BBISIBJICHHBIM MHIUIACHTOM.

2) JlanHbIe oniepaTopa, HAIPaBUBIIECTO YBEIOMIICHHUE:

- (pamunmro, UM 1 0TYECTBO (NIPU HATMYNH) TPAaXKIAHHHA, MHINBUAYAJIHLHOTO IPEIIPUHIMATEIIS;

- MIOJIHOE€ M COKpAIlleHHOE (IIPY HAJIMYM1) HAUMEHOBaHUE FOPUINUECKOIO JIUIIA;

- WACHTH()HUKAIMOHHBIA HOMEpP HAJOTOIUIATENBIINKA FOPUIMYECKOTO JIUIA, HWHIAMBHIYAIEHOTO
HpeanpuHUMaTess, PU3NYECcKoro JHIa;

- aJipec PEeruCTpalliu MO MECTY JKUTEeNbCTBa (MpeObIBaHMs) (PU3UUECKOTO UL, HHAUBUAYATILHOTO
MpeIIPUHIMATEIS;

- aJipec IOPUAMYECKOTO JIMIIA B Mpeieax MeCTa Hax0XKCHHs FOpUINUYECKOro JIHIIa;

- aJipec MEKTPOHHOU MOYTHI (IIPU HATUYHUN).

3) UHble cBeiieHHMs W MaTepUalibl, HAXOMSAIIMECS B PACIOPSDKEHHH OIEpaTopa, B TOM dYHCIE 00
UCTOYHUKE TNOJy4eHUs HHpOopManuu o0 HMHIMAEHTE, a TaKKe MOATBEP)KJIAIOUINe IMPUHITHE MEp IO
YCTpaHEHUIO OCIEACTBUM HHIMACHTA (IIPU HATUYHH).

JlonoTHUTENbHOE YBEIOMIIEHHE JOKHO COJEpKaTh CBEJICHUS:

- 0 pe3y/bTaTax BHYTPEHHEr0 pacciieZIOBaHMsI BBISIBJICHHOTO MHIIMIEHTA (MH(pOpMaLMs 0 TPUYHHAX,
MOBJIEKIINX HApyLIEHHUE MTPaB CyObEKTOB MEPCOHANIBHBIX JAHHBIX, U BpEJie, HAHECEHHOM IpaBaM CyObEKTOB
MEPCOHANBHBIX JAHHBIX, O JIOTMOJHHUTEIBHO NPHUHATHIX Mepax IO YCTPAHEHHUIO0 MOCIEACTBUMA
COOTBETCTBYIOIIEr0 MHIIM/IEHTA (TIPY HAJIMUMH ), @ TAKXKE O PELLIEHUH OTIepaTopa 0 MPOBEICHUHN BHYTPEHHETO
paccieI0BaHUs ¢ YKa3aHUEM €ro PEKBU3HUTOB);

- 0 JIMIIax, IEHCTBHS KOTOPHIX CTAJIU MPUYNHOMN BBIABICHHOTO UHIIUIEHTA (Mpy Haymunu) (pamums,
UM, 0TYECTBO (IIPU HAIMYMH) JOJHKHOCTHOTO JIMIA ONEpaTopa ¢ yKazaHUEM JOJIKHOCTH (€CIH NMPUIUHON
WHIMJICHTAa CTajdu JCHCTBUA COTPYIAHHKa orepaTopa), (aMuius, HMs, OTYECTBO (MPU HATUIHH)
(Gu3n4ecKoro Jmia, WHAWBUIYAJIBHOTO MPEINpPUHUMATENS WIA IOJHOE HAaUMEHOBAaHHE IOPHINYECKOTO
JIMIla, JACUCTBHS KOTOPBIX CTald NPUYMHOM BBIABJICHHOTO HMHIMAEHTa, [P-agpec kxommbroTepa wim
YCTpPOHCTBA, MpPENoIaraeMoe MECTOHAXOXKIEHHWE TaKuUX JHL M (WIM) YCTPOHCTB (€Ciu NPUYMHOU
MHIMJIEHTA CTAJIN ACUCTBUS OCTOPOHHMX JIMI) U UHBIE CBEJICHHS O BBISBICHHOM MHLUJECHTE, UIMEIOLINECs
B PACIOPsKEHUU OIepaTopa).

B cnywae ecim omeparop Ha MOMEHT HAIIpaBICHMs IEPBHYHOIO YBEJOMJICHMS paclojiaraer
CBEJICHUSMHU O Pe3yJIbTaTaX BHYTPEHHEIO PACCIE€JOBAHUS BBISBICHHOIO MHIMIEHTA, TO OH BIIPaBe YKa3aTh
TaKue CBEJICHHsI B IEPBUYHOM YBEJIOMIICHUHU.

VYBenomileHHEe HampaBisieTcss B BHUJE JOKyMEHTa Ha OyMaXHOM HocuTenae wid B (opme
3JIEKTPOHHOTO JOKYMEHTA.

VYBenomiieHUe B BUJIE JOKYMEHTa Ha OyMa)KHOM HOCHUTeJle Hampasisiercs 1o ajapecy denepanbHoi
CIIy>kObI IO HaJ30PY B chepe CBA3U, MHYOPMALTMOHHBIX TEXHOJIOTHI U MAaCCOBBIX KOMMYHUKAIUH.

VYBenomsienue B (opMme 3JIEKTPOHHOTO JOKYMEHTa HaIpaBIsSeTCs OINEpPaTOpoM MOCPEICTBOM
3all0JIHEHMSI  CIIeUUAIN3UpoBaHHOM (opMmbl, pa3menieHHOM Ha IlopTrame nepcoHanbHBIX JaHHBIX
@enepanbHON cayxObl MO HaA30py B cdepe CBsI3M, MHPOPMALMOHHBIX TEXHOJOTUH M MAaCCOBBIX
KOMMYHHUKalMii B MH(OPMAIMOHHO-TeIeKOMMYHUKallMOHHON cetn "Wntepuer" (manee — Ilopran
NEPCOHATBHBIX JIaHHBIX), TIIOCJIE TPOXOXKAECHUS MpOLEeAyphl HASHTHU(PUKALUU M ayTeHTU(UKALUU
MOCpPEeCTBOM  (heiepalbHOM  TOCYAapCTBEHHOW uH(popManuMoHHON cuctembl "EnmHast —cucrtema
UACHTUGUKAIMM W ayTeHTU(UKauu B UHPpacTpykType, obecrneunBaroneil HHGOpMaIOHHO-
TEXHOJIOTUYECKOE B3auMoOJIeiicTBUEe HH(OPMAIIMOHHBIX CHUCTEM, MCIIOJIb3yEeMBIX Ui IPEI0CTaBICHUS
rOCyJapCTBEHHBIX 1 MYHULUIAIBHBIX YCIYT B 3JeKTpoHHOH Gopme" (manee — ECUA) u noanuceiBaercs
JIEKTPOHHOM HOJIIHUCHIO.

Omnepatopy ¢ MOMEHTa MOCTYIJIeHUs yBeJoMJeHus B DenepanbHyio Ciiyk0y 1o Hauzopy B cdepe
CBSI3U, MH(OPMAIIMOHHBIX TEXHOJOTUH M MacCOBBIX KOMMYHHMKAIMHA IO aJIpecy 3JIEeKTPOHHOM MOYTHI,
yKa3aHHOMY B [IEPBUYHOM YBEJOMJICHUH, HAIIPaBIsieTCss MHOOPMAIIMOHHOE ITUChMO, COJIEpKalllee CBEACHUS
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0 J1aTe ¥ BpEMEHH IepeIauu yBeJOMIICHNUS B HH(POPMAIIHOHHYIO cucTeMy DeiepanbHO CITy»KObI IO HAA30py
B cepe cBs3HM, MH(MOPMAIMOHHBIX TEXHOJOTHH M MAcCCOBBIX KOMMYHHMKAIIMW, a TaKKe HOMEP M KIIIOY
YBEIOMJICHHUS.

[Ipu HanpaBiIeHUN JOMOJIHUTEIBHOIO YBEIOMIIEHH nTocpeacTBOM [lopTana nepcoHanbHbIX TaHHBIX
OIIepaTop JOJDKEH yKa3aTh HOMEP U KIII0Y YBEJOMJICHHS.

B ciiydae HanpaBieHHs 01IepaTOpOM HENOJHBIX WM HEKOPPEKTHBIX cBeeHU DenepanbHas ciryx0a
Mo Ham3opy B cdepe cBsI3M, WHPOPMANMOHHBIX TEXHOJOTUH M MAacCOBBIX KOMMYHHUKAIUH TO anupecy
AJIEKTPOHHOMW MOYTHI, YKa3aHHOMY B NEPBUYHOM YBEIOMJICHUH, HE MO3JHEE TpeX pabouux AHEH cOo JHS
NOJIydeHUs1 [EPBUYHOIO MM JOIOJIHUTENIBHOIO YBEIOMIICHHMS HAlpaBJIAe€T 3alpoc OINepaTtopy o
MPEJICTaBICHUY HEAOCTAIOIIMX CBEAEHMM U (WIM) TMOSICHEHUH OTHOCHUTEIbHO HEKOPPEKTHOCTH
IIPE/ICTABICHHBIX B YBEJOMJICHUH CBEICHUI.

Henocratonue cBeneHus u (Win) MOSICHEHUS OTHOCUTENIBHO HEKOPPEKTHOCTH MPEJCTABIECHHBIX B
YBEIOMJICHHM CBEJCHUN MPEAOCTaBIAOTCS onepatopoM B denepanbHyro ciayxOy mo Haazopy B cepe
CBSI3M, MH(POPMAIIMOHHBIX TEXHOJIOTMH M MacCOBBIX KOMMYHHUKAIMI B T€UEHUE TPeX pabounX JIHEH co IHS
MOJIy4EeHHUs 3aIpoca.

6. IEPECMOTP U BHECEHUE W3MEHEHHWH B JOKYMEHTBI OITIEPATOPA

[lepecMOTp MOJIOKEHUIH HACTOAIIETO M HHBIX JIOKAIBHBIX JOKyMeHTOB OnepaTopa, KacaroIluxcs
BOIPOCOB 00paboTKK M obecrieueHrs 0€30MacHOCTU MEPCOHANbHBIX JaHHBIX, TPOBOAUTCS B CIEIYIOIIUX
Cllydasix, €CJIM MHOE HE YCTAaHOBJIEHO B ITEpECMaTPUBAEMbIX JOKYMEHTaX:

— Ha peryJsipHON OCHOBE, HO HE pee OJHOT0 pa3a B MOJIr0/1a;

— IIpH MOSIBJIEHUH HOBBIX TpeOOBaHUI K 00paboTKe 1 obecriedeHnio 0€30MacHOCTH ePCOHATBHBIX
JAHHBIX CO CTOPOHBI POCCHMCKOIO 3aKOHOAATEIhCTBA M KOHTPOJUPYIOIIMX OPraHOB HCIOJHUTENbHOMN
Biactu PO;

— IO pe3yJbTaraM MPOBEPOK KOHTPOJIMPYIOIIMX OPraHOB MCIOJHUTENbHOW BiacTu Poccuiickoit
®denepanyy, BBISIBUBIIMX HECOOTBETCTBUS TPEOOBAHUSAM IO 0OECIEUEHHIO 0€30MacHOCTH MEePCOHAIbHBIX
JTAHHBIX;

— [0 pe3y/bTaTaM BHYTPEHHETO KOHTPOJIS (ayAuTa) CUCTEMbI 3allUTHI IEPCOHATIBHBIX JAHHBIX B
cllydae BBISIBJICHUS CYILIECTBEHHBIX HApYILICHU;

— 0 pe3yipTaTaM pacclieZIOBaHUs WHIMAEHTOB MH(GOPMALMOHHONW 0€30MacHOCTH, CBSI3aHHBIX C
00paboTKoil u obecrieyeHreM 6e30MacCHOCTH NEPCOHABHBIX TAHHBIX U BBISBUBIIMX HEJJOCTATKU B ITPaBHIIAX
MIPEIOCTABJICHUS JOCTYIA K IEPCOHAIBHBIM JaHHBIM.

OTBeTCTBEHHBIM 3a MepecMOTp Hacrosero PernamenTa siisiercss AAMUHUCTPATOP 0€30MaCHOCTH
MepCOHANBHBIX TaHHBIX 1 MeHemkep oopadboTku [1]1H.

Buecenne m3aMeHeHUH MPOU3BOJIUTCS HA OCHOBAHWU COOTBETCTBYIOLIErO IMPHUKa3a PYKOBOIUTENS
Oneparopa.



IIJTAH BHYTPEHHUX ITPOBEPOK

IMPUJIOKEHME 1

COCTOSHUA 3AIIUTHI TEPCOHAJIBHBIX TAHHBIX

HaumenoBanue MeponpusiTuii

Cpox/nepuoan4HocTb

OTBeTCTBEHHBIH/MCIIO
JHUTEIb

KoHTposb 3a BbllIOJIHEHUEM TpeOOBaHUI
3aIUTHI IEPCOHAIBHBIX JaHHBIX B

1 pa3 B 12 mecsieB

OTBETCTBEHHBIH 110

H(OPMALMOHHBIX CHCTEMAX MEPCOHATbHBIX o6paboTtke [1/1H
TAHHBIX
Onenka 3(G(EKTUBHOCTH pPEaTM30BaHHBIX B

AJIMUHHCTPATOP

[pPaMKax CUCTCMBI 3alIUThI NEPCOHAIBbHBIX
JaHHBIX MCP

1 pa3 B 12 mecsieB

6e3onacuHoctu UCIT/In
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